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DTRelay Sample Architecture



API 
Configuration

Connect to Public or 
Secure/OAUTH-based APIs



Multi-Factor 
Authentication

MFADelegate



MFADelegate

● Simple relay delegate to trigger multi-factor authentication (MFA)

● During standard authentication (user login), it handles MFA:

○ We have configured the delegate to require 2 factors of authentication

○ Step 1: send an authorize_factor request for the user’s ID

○ Step 2: send a magic link via user’s email address

● We can easily support any authorizer that contains a valid identifier





Secure Image 
Encryption

DTRelay’s Secret +
MediaDelegate

NmFiNGFlNjI5NGJiZjUzZmU3ZDU
wZjA3OWFjNWI3NGUwY2E5ZDY0MD
EyMWZhMjBhZjg0ZmZlYjA1ZTkzY
zY4NTZjYWNhNGUwNjQ1ZjdjZGJm
OGEwMWI4NjkwYzBhNWM2M2ExYjB
hOGJmMjJmMjIxNWRiYTcyNzcxZT
A3ZTUyOTY2MDNlNDg1MTQyODE5Y
Tc2YTAwYWMxNGNhMjgwM2I0ZGMz
ODg5MTIyNjM0YzQ3MGRlZjRhY2V
iMGNiMTIwMTUyZjkzODc2ZjBmZW
ZkODRhMjdlZTBhOGE5ZjljN2JiO
WQ2ZmQxZDk0MTA2YjAxYzRmZDBm
MjQ0M2RjNzY3YWZiM2JiMTIwNWY
zYWJiYzczNjFmNjEzYTg4NTQzNz
Y0MWE2OWQ0ZTkyNzljY2VkNmM4Y
zNiOWQ4ZDg0a741DNlNDg1MTQyO
DE5YTc2YTAwYWMxNGNhMjgwM2I0
ZGMzODg5MTIyNjM0YzQ3MGRlZjR
hY2ViMGNiMTIwMTUyZjkzODc2Zj



Protection in Motion

● During initialization, the relay provides the client application with a secret

● We can use this secret value to encrypt our images during transfer

● The relay decrypts the image and processes it as a standard upload

● This same technique is used to encrypt any “protected parameters” so that 

they are tamper-proof and undecipherable in-transit (even without SSL)

TM



Client-side 
Encryption (AES)

Using DTRelay’s secret value as the 
encryption key, and the request’s 
unique nonce value as the initialization 
vector, we use AES to encrypt the 
images during transfer.


