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Please Confirm

You must confirm your access before you can log
in. Please check your email for a Magic Link.

As a demo, your email will arrive at MailHog.

Multi-Factor
Authentication

MFADelegate




MFADelegate

e Simple relay delegate to trigger multi-factor authentication (MFA)

e During standard authentication (user login), it handles MFA:

o  We have configured the delegate to require 2 factors of authentication
o Step 1: send an authorize_factor request for the user’s ID

o Step 2: send a magic link via user’s email address

e We can easily support any authorizer that contains a valid identifier



public function postprocess(&$rsp,&$obj)d{
global $config;
if($this—>cmr->endpoint=="authentication" && $this->cmr—>action=="authenticate"){
$tok = $obj["obj"];
if($tok["user_id"1){
$tok_str = $tok["token"];

$tgt = DTAPI::consumer("api-oauth");
$this—>cmr->keystore—>set($tgt—>api,"mfa_token",$tok_str);
$this—>cmr->action("authorize_factor")->post(array(

"key"=>"id","val"=>$tok["user_id"],"oauth_token"=>$tok_str
));

$mailer = new DTPHPMailer(null,null);

$to = new DTEmailRecipientList();
$to—>setAddresses(array("email"=>$this—>email));
$subject = "Please Confirm Login Attempt";

$magic_link = $config["relay_url"]."api/authentication?act=authorize_factor&oauth_token={$tok_str}&key=magic_link";

ob_start();

require_once(dirname(__FILE_ )."/../email/magic_link.php");
$html = ob_get_contents();

ob_end_clean();

$mailer->sendHTMLEmail($to, $subject, $html);




Secure Image
Encryption

DTRelay’'s Secret +
MediaDelegate
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Protection in Motion ™

e During initialization, the relay provides the client application with a secret

e We can use this secret value to encrypt our images during transfer

e Therelay decrypts the image and processes it as a standard upload

e This same technique is used to encrypt any “protected parameters” so that

they are tamper-proof and undecipherable in-transit (even without SSL)



Relay.get("SecureMedia", params, function(response){
$ctrl.item = response.obj // populate the object
Relay.getAPIs().then(function(apis){

var api = apis["SecureMedia"]
var params = {
"act":"download",
"id":$ctrl.item.id,
"api":api.api,
"end":api.end
}
if(typeof($stateParams.review) !=="undefined")
params.review = true
var params = Relay.insertTokens(params)
$http.get(apil["url"],{"params":params})
.then(function(response, headers){
var sec = localStorage.getItem("RelaySecret")
var data = CryptoJS.AES.decrypt({
ciphertext:CryptoJS.enc.Hex.parse(response.data),
salt:""
},CryptoJS.enc.Utf8.parse(sec),{
iv:CryptoJdS.enc.Utf8.parse(params.dtnnc)
1
if(data.length>0)
$ctrl.item.datab4 = "data:image/"+$ctrl.item.file_ext+";baseb4,
"+data.toString(CryptoJS.enc.Utf8)
)
}
1




